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Abstract—Smart contracts enable decentralized applications
through verifiable, self-executing logic on public blockchains.
While their immutability and composability provide benefits,
these properties also amplify risk: code flaws become permanent
attack surfaces, and successful exploits often cause immediate,
significant financial losses. Traditional security defense relies
on pre-deployment code analysis (e.g., static analysis, symbolic
execution) or rule-based monitoring of known attack patterns.
These approaches, however, fail to address the dynamic, state-
dependent, and novel exploit strategies that emerge during live
contract execution, leaving a critical gap in runtime protection.

To bridge this gap, we present TXLENS, an ML-based tool for
real-time detection of malicious Ethereum transactions. To recon-
struct their full execution context, TXLENS continuously mon-
itors the mempool and simulates pending transactions against
the latest chain state. From this simulation, TXLENS extracts
behavioral and structural features to classify each transaction as
either benign or belonging to one of five high-impact security
vulnerability classes.

We have evaluated TXLENS on a large labeled dataset of real-
world exploits, achieving a minimum F1-score of 98.9%. TXLENS
outperforms 14 state-of-the-art detection tools by an average of
29.4% in F1-score while maintaining low latency (< 4 seconds
for single-transaction analysis and ~1 second per transaction in
batch mode). TXLENS provides a practical, proactive defense
layer that operates before on-chain transaction inclusion and
confirmation, enabling timely mitigation. We release TXLENS
to the community upon request to foster adoption and further
research.

Index Terms—Blockchain Security, Machine Learning, Vulner-
ability Detection, Ethereum Transactions, Real-time Analysis.

I. INTRODUCTION

Smart contracts have transformed blockchain platforms into
engines for decentralized finance, digital assets, and automated
agreements [1]. By enabling trustless, self-executing code on
blockchain networks, they have catalyzed immense economic
activity and fueled the proliferation of decentralized finance
(DeFi) protocols [2] and non-fungible token (NFT) [3], driving
unprecedented growth and inclusivity in global finance. The
global blockchain market is undergoing rapid expansion, with
its valuation expected to rise from approximately US$ 33
billion in 2025 to US$ 393 billion by 2030 [4]. However,
the very properties that make smart contracts powerful (i.e.,
immutability and permissionless composability) also create
severe security risks. A single vulnerability, once deployed,
becomes a permanent attack surface. Exploits that manipulate
contract state or leverage complex interactions between con-
tracts have led to catastrophic financial losses exceeding $3.3
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billion in 2025 alone, a 37% increase from the previous year,
with Ethereum blockchain being the most targeted network [5].

Existing security defense paradigms fundamentally fail to
mitigate runtime threats. As recent empirical studies demon-
strate, pre-deployment code analysis tools (e.g., static ana-
lyzers and symbolic executors [6]-[10]) suffer from severe
false-positive rates (up to 32.6%), excessive analysis runtimes
(700+ seconds), and consequently, low developer trust [11].
Crucially, these tools cannot reason about dynamic execution
contexts or multi-contract state interactions. Rule-based mon-
itoring systems [12], [13] rely on static signatures, making
them brittle against novel or obfuscated exploits and further
exacerbating alert fatigue. While machine learning (ML) offers
generalizability, existing applications either target account-
level fraud [14], [15] or rely on opaque models that lack
actionable intelligence for rapid intervention.

These shortcomings expose a critical defense gap: the
inability to detect malicious transactions before on-chain con-
firmation. For Ethereum, the mempool [16] is the final window
for such proactive defense. Bridging this gap necessitates a
real-time tool that abandons static code inspection in favor
of dynamic behavioral transaction analysis, delivering highly
accurate, actionable threat classification to security responders.

In this paper, we introduce TXLENS, an ML-based tool
for real-time detection of malicious Ethereum transactions.
TXLENS addresses the runtime detection gap through two
operational modes: (1) continuous monitoring of the mempool
for any transaction targeting a user-specified contract address,
and (2) on-demand analysis of any transaction by hash. In
both modes, TXLENS simulates transactions against the latest
block to capture execution context, and extracts a rich set of
structural and behavioral features. TXLENS then employs its
detection model, which we have trained on a labeled dataset
of known exploits, to classify a given transaction as benign or
as one or more of five vulnerability classes: reentrancy, parity
wallet hack 1, parity wallet hack 2, integer overflow/underflow,
and unhandled exception. This process completes in under four
seconds, providing a security agent with an actionable alert
and a vital window to mitigate the threat (e.g., by pausing the
contract or invalidating the transaction—before it is finalized).

We have evaluated TXLENS on a large, manually labeled
benchmark of real-world exploits and benign transactions [17].
Across all targeted vulnerability classes, TXLENS achieves a
minimum Fl-score of 98.9%. Compared to 14 state-of-the-



art analysis tools, TXLENS improves the average F1-score by
29.4%, demonstrating superior accuracy and robustness while
maintaining the low latency required for live deployment.
Consequently, TXLENS provides a practical, proactive layer
of defense that complements pre-deployment audits and rule-
based monitoring, equipping developers and security teams
with a critical tool to safeguard live contracts against evolving
threats.

II. BACKGROUND
A. Smart Contracts and Execution Context

Smart contracts are immutable, self-executing programs
deployed on blockchains such as Ethereum [18]. They enable
decentralized applications by automating agreements without
intermediaries. After smart contract deployment, developers
cannot alter their code, turning any code vulnerability into a
permanent attack surface.

Transactions are the atomic units of interaction. An exter-
nally owned account (EOA) signs an external transaction and
broadcasts it to the network to enter the mempool before being
included in a block. The mempool is a public pool of pending
transactions awaiting selection by validators [16]. During its
mempool residence (typically seconds to minutes [19]), a
transaction may be inspected without affecting on-chain state.
This pre-inclusion window is the critical opportunity for real-
time detection and intervention.

When executing, a transaction may trigger a series of
internal transactions (or message calls) between contracts.
The complete sequence, including all state changes, forms
the transaction’s execution trace. Leveraging this process,
TXLENS simulates pending transactions against the latest
chain state to reconstruct their full trace and analyze runtime
behavior before block inclusion.

B. High-Impact Vulnerabilities

We target five historically significant vulnerability
classes [20] that are exploitable through crafted transactions.
These vulnerabilities represent critical failures in smart
contract logic, state management, and inter-contract
communication:

e reentrancy: A critical state-synchronization flaw occur-
ring when a contract makes an external call to an
untrusted destination before finalizing its internal state
updates (e.g., deducting user balances). This allows an
attacker to leverage a malicious fallback function to recur-
sively call back into the vulnerable function, repeatedly
draining funds or altering state before the initial execution
context terminates (e.g., the 2016 DAO hack) [21], [22].

e parity wallet hack 1: Exploits the improper use of
the delegatecall opcode combined with a lack
of access controls on initialization functions. Because
delegatecall executes a target library’s code within
the calling contract’s state context, an attacker can invoke
an unconstrained initialization function to overwrite criti-
cal storage variables and instantaneously seize ownership
of the contract [23].

o parity wallet hack 2: Arises when a shared library con-
tract is left uninitialized and lacks strict access controls.
An attacker can claim direct ownership of the library
itself and invoke the selfdestruct() opcode, per-
manently removing its bytecode from the blockchain.
Consequently, any dependent proxy contracts relying on
this library are rendered permanently inert, leading to the
irreversible freezing of all associated assets [24].

o integer overflow/underflow: Prior to Solidity version
0.8.0, the EVM did not inherently revert arithmetic oper-
ations that exceeded or fell below fixed bit boundaries
(e.g., uint256). Attackers exploit these silent integer
overflows and underflows to bypass authorization checks,
manipulate token balances, or corrupt the contract’s in-
tended execution flow [25].

o unhandled exception: Unlike standard function calls, low-
level EVM operations (e.g., call (), send()) do not
automatically propagate exceptions; instead, they return a
boolean false upon failure. If the calling contract fails to
explicitly verify this return value, its execution continues
under the false assumption that the external interaction
succeeded, leading to severe logical inconsistencies and
potential financial loss [26].

Static analysis tools, which inspect source code or bytecode
offline, struggle to detect these vulnerabilities when they arise
from dynamic, cross-contract interactions at runtime [11], [27].
While rule-based monitors may flag known patterns, they fail
against novel or obfuscated exploits. TXLENS addresses this
gap by analyzing transaction behavior in real time.

III. OVERVIEW OF TXLENS

A. Design and Operation Modes

TXLENS shifts smart-contract security from reactive post-
exploit detection to proactive pre-execution prevention. It
operates in two distinct modes to accommodate different
security workflows, with both modes centered on analyzing
transactions before they are finalized on-chain.

« Mode 1: Continuous Mempool Monitoring. A user (typi-
cally a contract owner or security agent) provides one or
more smart contract addresses that they aim to protect.
TXLENS then continuously monitors the public Ethereum
mempool [16]. For every pending transaction that targets
a registered address, TXLENS immediately captures and
analyzes it in real time.

« Mode 2: On-Demand Transaction Analysis. A user pro-
vides a specific transaction hash. TXLENS fetches, sim-
ulates, and analyzes this transaction regardless of its
state, whether it is still pending in the mempool or
already confirmed on-chain. This mode supports forensic
investigation and the evaluation of historical transactions.

Both modes rely on the same core detection pipeline to
assess transactions. The key innovation is that in Mode 1, the
analysis happens while the transaction is pending, providing
a window for intervention before block inclusion.
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Fig. 1: TXLENS workflow: continuous mempool monitoring
and transaction simulation — behavioral feature extraction and
real-time ML classification — alert security agent to take a
prevention action before on-chain inclusion.

Figure 1 illustrates the core pipeline of TXLENS, which

consists of two sequential stages:

1) Pre-execution Simulation: When TXLENS receives a tar-
get transaction, it first forks the latest canonical chain
state. TXLENS then executes the transaction in an isolated
Ethereum Virtual Machine (EVM) environment using the
standard eth_call RPC method. This simulation faith-
fully reconstructs the complete execution trace, including
all internal calls, storage modifications, emitted events,
and logs (as shown in Listing 1), without committing
any state changes to the live chain.

2) Feature Extraction and Classification: TXLENS extracts a
rich set of structural and behavioral features from the sim-
ulated execution trace. TXLENS’s ensemble ML classifier
then analyzes this feature vector to determine whether a
given transaction exhibits malicious behavior associated
with one or more of the five targeted vulnerability classes.

If its classifier deems a transaction benign, TXLENS takes

no further action (i.e., the pending transaction proceeds nor-
mally towards on-chain confirmation). If the classifier flags
the transaction as malicious, TXLENS surfaces this result to
the user via its interface. This detection occurs in real time,
providing a critical intervention window, typically several
seconds, before a miner includes the transaction in a block.
A contract owner or designated security agent monitoring the

from_address: "Bxde7ed7b63d49a2fF2a209807b1d5751329968a5h"

to address: "0x5cb073d82d28e76d38c21908fcd213c5ceada2nd’
value: "550000000000000000"

"176550"

"39000000000"

"Bx9e5faafc’

"140937"
"187366"
"2817-82-11T@1:05:58.000Z"

pt_cumulative_gas_used:

receipt gas_used:

block_timestamp:

block_number: "3160801"
logs:
:H
address: "0x59752433dbe28f5aa59b479958689d353b3decda"
block_number: "3160801"
block_hash: "OxddBba6fAcOTE4296532234b77bddc048c80538b91ee3a7b61763

"20817-82-11T61:05:58.000Z"
"0x0000000000000000000000005cb073d82d28e76d38c21908Fcd2
log_index: "g"
"0x516e11f52cadd4820a782a546952836bd993f34d0171ec8ffdd3

block_timestamp:
data:

transaction hash:
transaction_index: 1
"550000000000000000"
"Oxelfffccd923d04b559f4d29a8bfchcdafdebsbBd3c46A751c240

transaction_value:
topicO:

decoded_event:

label: "Deposit”
signature: "Deposit(address,uint256)"
type:
params: [ {3, {-} 1
1: { address: "8x59752433dbe28f53a59b479958689d353b3dec0s"
2: { address: "0x59752433dbe28f5aa59b479958689d353b3deedB”
3: { address: "0x59752433dbe28f5aa59b479958689d353b3deedB”
decoded_call:
type: "function"
label: "attack"
signature: "attack(]"
params: [1
transaction_fee: "0.004187274"

internal_transactions:
:H
transaction_hash: "0x516e11f52cadd4820a7823548052836bd993734d0171ec8ffdd3
3160801

"0xddBOba6T0cBf6429653e234b77bddc048c80538b91ee3a7b61763

block_number:
block hash:

Listing 1: Sample output showing a simulated execution trace
from the pre-execution stage.

tool may then execute a predefined mitigation action, such
as triggering an emergency pause function in the contract or
broadcasting a transaction with a higher gas fee to invalidate
the malicious one. By the time the malicious transaction is
processed, the contract state may have already be altered by
the mitigation action, rendering the exploit ineffective.

By performing high-fidelity simulation and real-time clas-
sification entirely within the pre-inclusion phase, TXLENS
delivers a practical, proactive defense layer that neutralizes
exploits before on-chain finality. Future versions will automate
the alerting process by immediately notifying security agents
with detailed explanations of detected attacks.

B. Transactions Dataset

1) Data Collection: We build our detection model using
a dataset of Ethereum transactions, which Torres et al. [28]
manually label and release online [17]. This dataset focuses
on real-world attack transactions rather than merely identifying
vulnerable contracts. It covers 1,655 unique smart contracts,
each associated with one of five prevalent vulnerability classes:
reentrancy, parity wallet hack 1, parity wallet hack 2, integer
overflow/underflow, and unhandled exception.

This dataset contains 129,863 annotated Ethereum trans-
actions, categorized as either benign (122,830) or malicious
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Fig. 2: Overview of the feature extraction and classification architecture of TXLENS. In the training phase, the system extracts
behavioral and structural features from a large labeled dataset to train a stacked ensemble model capable of detecting five
vulnerability types. In the prediction phase, new transaction data is processed using the same feature set, allowing the model

to classify transactions and assist developer decision-making.

(7,041). However, it provides only transaction hashes and
binary labels. To enable our transaction-level analysis, we use
the Moralis API [29] to retrieve full transaction traces and
metadata for all 7,041 malicious transactions. To mitigate class
imbalance while preserving representativeness, we randomly
sample 9,609 benign transactions, resulting in a balanced and
analyzable dataset of 16,650 samples for model development.

2) Feature Extraction: For each transaction, TXLENS con-
structs a feature vector that captures transaction-level and
account-level behavioral signals.

a) Transaction-level features: are extracted from the
execution trace obtained via eth_call. They include opcode
distribution, gas consumption patterns, depth and count of
internal calls, specific function selectors invoked, storage slots
accessed (read/written), and events emitted. These features
characterize the precise runtime semantics and resource usage
of the transaction.

b) Account-level features: model the broader interaction
context. They include the pre- and post-execution balances
of the originator, the recipient, and any intermediary contracts
touched, historical nonce usage of the originator, the number of
prior interactions between the involved parties, and aggregate
token transfer volumes within the simulated call tree. These
features help expose economic intent, privilege escalation pat-
terns, and anomalous control-flow sequences that are invisible
to static code analysis.

3) Processing Our Dataset: Following feature extraction,
we identify and deduplicate 185 transactions that exhibit
identical feature sets, ensuring dataset uniqueness. Following
standard practice, we then partition the data for each vul-
nerability class by randomly allocating 80% of the data for
training and reserving 20% for testing. Table I summarizes
the final dataset composition. For each vulnerability class, the
dataset includes all relevant malicious transactions (Aftack Txs)
and the same set of 9,609 benign transactions (Benign Txs),
ensuring consistency in comparative analysis across classes.

TABLE I: Overview of the Collected Transactions Dataset.

Vulnerability Type Total Txs Benign Txs  Attack Txs
reentrancy 11,546 9,609 1,937
parity wallet hack 1 11,222 9,609 1,613
parity wallet hack 2 9,847 9,609 238
integer overflow/underflow 10,050 9,609 441
unhandled exception 12,236 9,609 2,627

C. Detection Model of TXLENS

Recent advancements in smart contract vulnerability detec-
tion highlight the effectiveness of ensemble learning tech-
niques [30]-[32]. Building on this, we design a robust
ensemble-based detection model for TXLENS to identify
the five targeted vulnerability classes. Our training pipeline
involves three core steps: diverse model training, cross-
validation, and stacked ensemble integration.

1) Diverse Model Training: We first train eight distinct
ML classifiers: RandomForest [33], ExtraTrees [34], KNeigh-
bors [35], XGBoost [36], CatBoost [37], LightGBM [38],
a standard Neural Network (NeuralNet) [39], and a Neural
Network via the FastAl library (NeuralNetFastAl) [40]. We
select these classifiers for their diverse architectures and learn-
ing paradigms, enabling them to capture a broad spectrum
of data distributions and vulnerability patterns. This diversity
enhances the overall predictive performance of TXLENS and
its adaptability to different vulnerability classes.

2) Cross-Validation: We employ an 8-fold cross-validation
strategy to improve model robustness and reduce variance. For
each fold, we train a base model on the remaining 7 folds
and use the held-out fold for evaluation. This process yields
8 instances of each classifier type, providing out-of-fold (OOF)
predictions. We concatenate these OOF predictions to compute
unbiased evaluation metrics against the ground truth. During
inference, the individual models within each classifier type
average their predictions to produce a final output.

3) Stacked Ensemble Integration: We apply a three-layer
stacked ensemble to integrate the predictive strengths of all



classifiers. The first layer consists of the base models trained
on the original features. Subsequent layers use the predictions
from the previous layer as additional input features. The
final layer employs a single meta-model, optimized using
a greedy weighted ensemble algorithm [41], to combine all
previous outputs and generate the ultimate prediction (benign
or malicious). We repeat this entire process independently for
each vulnerability class.

In total, our process involves training 5 X (64 x 2+ 1) = 645
models (5 vulnerability types, 64 models per type from the
cross-validation of 8 classifiers, 2 ensemble layers, and 1 final
meta-model per type). This comprehensive ensemble approach
enables TXLENS to achieve high accuracy and robustness,
aligning with state-of-the-art methodologies for smart contract
vulnerability detection.

IV. EVALUATION
A. Machine Setup

We have conducted the model training and evaluation on a
machine with 128 GB of memory and a 16-core Intel® Xeon®
W3-2435 CPU, running Ubuntu 24.04.1 LTS. Our software
environment uses Python 3.12. The Moralis API [29] retrieves
blockchain transaction data, and we use SmartBugs 2.0 [42] to
run the comparative static analysis tools. The total wall-clock
time to train all 645 models is 15 hours.

B. Research Questions
Our evaluation addresses two research questions:

« RQ1: How efficient is TXLENS in monitoring live
Ethereum transactions at scale, in terms of throughput,
latency, and resource cost?

o RQ2: How accurate is TXLENS compared to state-of-the-
art analyzers for detecting different vulnerability classes?

C. Evaluation Benchmarks

We evaluate TXLENS using two distinct benchmarks, each
with a different purpose and granularity.

1) Transaction-Level Benchmark (TXBENCH): This is the
test set, comprising 20% of our collected data that is with-
held during model training. TXBENCH provides the ground
truth for malicious and benign transactions for the studied
five vulnerability classes. We use TXBENCH to measure the
classification performance of TXLENS (RQ1).

2) Contract-Level Benchmark (SCBENCH): Since most ex-
isting tools operate on the contract level, we curate this inde-
pendent benchmark after model training to enable a fair com-
parison between TXLENS and state-of-the-art tools. SCBENCH
consists of 644 smart contracts, each associated with an
average of 54 transactions. These contracts are collected
from diverse public repositories to ensure broad coverage.
We establish the positive ground truth for four vulnerability
classes—reentrancy, parity wallet hack 2, integer overflow/un-
derflow, and unhandled exception —based on previously re-
ported malicious contracts in the literature. For reentrancy, we
collect 59 malicious contracts, including 34 from a historical
reentrancy repository [43] and 25 from the study by Zhou

et al. [44]. For parity wallet hack 2, we obtain 167 suicidal
contracts from the study by Chen et al. [45]. Furthermore,
we source 49 malicious contracts that demonstrate infeger
overflow/underflow from the study by Zhou et al. [44], and
47 malicious contracts that exhibit unhandled exception from
the Smart Bugs Curated dataset [46]. We establish the negative
ground truth using 322 audited, high-activity contracts from
Etherscan [47], each accompanied by an audit report and
having executed at least 100 transactions.

We retrieve transaction data for all contracts from the
public Ethereum blockchain using the Moralis API [29]. Since
the source code for all contracts is not necessarily available
on Etherscan (e.g., due to the presence of self-destructed
contracts), we supplement this dataset with bytecode that we
obtain from Google BigQuery [48].

To ensure a balanced evaluation, we randomly distribute
safe contracts across the vulnerability classes, resulting in
equal representation of positive and negative ground truths.
This approach ensures a robust and unbiased assessment of
all analyzers performance. We use SCBENCH to compare
TXLENS performance against 14 state-of-the-art analyzers
(RQ2). We have made SCBENCH publicly available [49].

D. Metrics

Vulnerability classification outcomes are categorized into
four groups: true positives (TP), true negatives (TN), false
positives (FP), and false negatives (FN). These outcomes form
the basis for calculating performance metrics that assess the
effectiveness of a classification model. Among these metrics,
Precision, Recall, and the F1-Score are particularly important
for balanced and imbalanced datasets, such as those involving
vulnerable transactions/contracts.

Precision measures the proportion of correctly identified
positive instances out of all instances predicted as positive.
We define it as:

TP
TP+ FP
Recall, also known as Sensitivity or True Positive Rate,
measures the proportion of correctly identified positive in-
stances out of all actual positive instances. We define it as:
TP
TP+ FN
The F1-Score is the harmonic mean of Precision and Recall,
providing a single metric that balances both. We define it as:

Precision =

Recall =

Fl-Score — 2- Precision - Recall

Precision + Recall

E. Performance (RQI)

We evaluate TXLENS’s classification accuracy on the
transaction-level benchmark (TXBENCH). Table II presents
detailed results across the five vulnerability types. TXLENS
achieves perfect Fl-scores (100%) for reentrancy, parity wal-
let hack 1, and parity wallet hack 2. For integer overflow/un-
derflow and unhandled exception, it achieves Fl-scores of



TABLE II: Summary of TXLENS Performance on TXBENCH. The columns include the vulnerability type, the number of
transactions analyzed (Total Txs), true positives (TP), false positives (FP), true negatives (TN), and false negatives (FN).
Performance metrics include Precision, Recall, F1-score, and analysis time per transaction in seconds (Inference Time).

Vulnerability Type Total Txs TP FP TN

FN  Precision (%)

Recall (%) F1-score (%) Inference Time (sec)

reentrancy 2,310 388 0 1,922 0
parity wallet hack 1 2245 322 0 1,922 1
parity wallet hack 2 1,970 48 0 1922 0
integer overflow/underflow 2,010 76 10 1912 12
unhandled exception 2,448 521 13 1,909 5

100.0 100.0 100.0 0.00067
100.0 100.0 100.0 0.00157
100.0 100.0 100.0 0.00016
98.9 98.9 98.9 0.00354
99.3 99.3 99.3 0.00138

98.9% and 99.3%, respectively. The minimum F1-score across
all classes is 98.9%, demonstrating high precision and recall.

We measure efficiency by timing TXLENS’s pipeline. In its
primary single-transaction mode (simulating real-time mem-
pool monitoring), the end-to-end process—from fetching a
pending transaction to issuing a classification—completes in
under 4 seconds on average. This includes pre-processing
(=1 second), model loading (=2.5 seconds), and inference
(=~0.0014 seconds). This latency offers a practical mitigation
window, as transaction inclusion times vary from several sec-
onds to several minutes depending on network conditions. As
reported by [19], transactions are processed in a median of 57
seconds, and 90% are processed within 8 minutes. For forensic
analysis of multiple transactions, TXLENS batch-loads models
once and processes transactions concurrently, reducing the
average per-transaction analysis time to 1.1 seconds.

We design TXLENS to operate efficiently on modest compu-
tational resources, and it does not require expensive hardware
to run. We deploy TXLENS on the free tier of the Hugging
Face Spaces platform [50], which offers 2 vCPUs, 16 GB of
RAM, and 1 GB of storage. TXLENS runs reliably within these
constraints, demonstrating that it achieves its functionality
without heavy computation or large memory footprints. This
low resource requirement translates into very low operational
cost and allows users to host and experiment with TXLENS
even on entry-level infrastructure such as free cloud tiers or
small local machines.

s

TXLENS achieves a minimum F1-score of 98.9% with\
low latency (under 4 seconds per transaction in single
mode and 1.1 seconds in batch mode), providing a
mitigation window of several seconds to minutes before
on-chain inclusion and confirmation. TXLENS also runs
efficiently on modest hardware (2 vCPUs, 16 GB RAM),
enabling practical live deployment.

F. Comparison to State-of-the-Art (RQ2)

We benchmark TXLENS against 14 state-of-the-art an-
alyzers on the contract-level benchmark (SCBENCH). The
analyzers include static analysis and ML-based tools:
CONKAS [51], DLvA [52], DLvAX [53], ETHAINTER [54],
ETHOR [55], HONEYBADGER [56], MADMAX [57], MA-
IAN [58], MYTHRIL [9], OSIRIS [59], OYENTE [8],
PAKALA [60], SECURIFY [10], TEETHER [61], and VAN-
DAL [6]. Since these tools analyze contract bytecode and
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Fig. 3: F1 scores of 15 analyzers on SCBENCH. TXLENS
achieves the highest average F1-score (84.0%), outperforming
14 state-of-the-art tools by 29.4% on average.

output a set of vulnerability labels to each contract, we adapt
TXLENS’s output to ensure a fair comparison. Specifically,
we label a contract as vulnerable if TXLENS flags any of its
historical transactions as malicious for a given vulnerability
type. Otherwise, the contract is considered safe. We execute
each tool with a timeout of 1,200 seconds per contract to
complete the vulnerability analysis.

We summarize the high-level results of our competitor
benchmarking in Figure 3 and Figure 4. The x-axis shows
the tools, and in parenthesis the number of vulnerability types
that we include in the benchmark for that tool (i.e., not every
tool handles all vulnerability types).

Across the four vulnerability types in SCBENCH, TXLENS
achieves an average Fl-score of 84%, outperforming the
average Fl-score of the 14 competitors (54.6%) by 29.4%.
In terms of speed, TXLENS is the third fastest tool, analyzing
a contract (i.e., all its transactions) in 1.4 seconds on aver-
age. Nevertheless, TXLENS’s speed remains competitive when
compared to the other 12 tools.

TXLENS and MYTHRIL are the only two analyzers that
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Fig. 4: Analysis time per contract (seconds) for 15 analyzers
on SCBENCH. TXLENS (median: 1.1s, mean: 1.4s) is the third
fastest tool, demonstrating low latency suitable for real-time
deployment.

cover all four types of vulnerabilities in SCBENCH. Four
analyzers cover three types, three analyzers cover two types,
and six analyzers are only able to cover one type.

TXLENS and ETHAINTER are the only tools that complete
all analyses without exceptions. Other tools fail on various
contracts due to timeouts, unsupported opcodes, or memory
errors. Specifically, ML-based tools such as DLVA and DLVAX
experience exceptions during the construction of the Control-
Flow Graph (CFG) of input contracts. ETHOR ranks fourth
in generating exceptions, because it excludes contracts con-
taining the DELEGATECALL or CALLCODE opcodes from its
scope and occasionally fails to reconstruct the CFG. CONKAS
ranks third due to exceeding the maximum recursion depth
for complex contracts, which hinders its symbolic execution
in identifying vulnerability traces. PAKALA ranks second,
primarily due to numerous incomplete analyses and timeouts.
Similar to ETHOR, its symbolic execution engine does not
support contracts containing the DELEGATECALL or CALLCODE
opcodes. TEETHER generates the most exceptions, often due
to memory errors and timeouts.

TXLENS outperforms the average Fl-score of the 14
state-of-the-art tools by 29.4%, delivering high analysis
speed with zero exceptions.

Looking at the results of this comparison, we recommend
that smart contract developers use multiple analyzers together
to minimize false positives. The choice of analyzers should
depend on the processing time and efficiency of each tool

and the available timeframe to mitigate vulnerabilities. For
example, TXLENS may be used to monitor all contract trans-
actions. If it reports a vulnerability, developers can then utilize
OYENTE, DLVA, or/and DLVAX, which are relatively fast
compared to other bytecode analyzers. If the source code
is available, developers may also leverage SLITHER [7] or
CONFUZZIUS [62], both of which are comparatively efficient.

G. Discussion

The high performance of TXLENS on transaction-level
detection (RQ1) validates the effectiveness of simulating
pending transactions and analyzing behavioral features. The
superior contract-level accuracy (RQ2) demonstrates that our
transaction-centric approach generalizes better than static code
analysis, particularly for vulnerabilities that manifest through
complex, state-dependent runtime interactions.

The variation in Fl-scores across vulnerability types in
SCBENCH stems from a fundamental distinction. TXLENS ex-
cels at detecting behavioral vulnerabilities such as reentrancy
and parity wallet hack 2, which produce distinct, observable
patterns in execution traces (e.g., recursive external calls,
suicidal operations). Conversely, syntactic vulnerabilities such
as integer overflow/underflow and unhandled exception are
inherently tied to specific code patterns (e.g., missing arith-
metic checks). For instance, integer overflow/underflow, as
seen in the batchTransfer function (targeted on transaction
0xd97d2aa0... [63]), rely on unchecked arithmetic operations
(e.g., uint256 amount = uint256(cnt) = _value). De-
tecting such flaws requires static analysis of the source code
to identify the absence of safeguards such as SafeMath,
because transaction data only includes function signatures and
parameters, rather than internal computations.

This difference between behavioral and syntactic vulnera-
bilities highlights a key complementarity. TXLENS provides
unmatched runtime threat detection, while static analyzers
remain essential for finding code-level flaws pre-deployment.
Therefore, we recommend a combined defense-in-depth strat-
egy.

The performance gap between RQ1 (98.9% F1) and RQ2
(84% F1) arises from a fundamental difference in ground
truth. In RQ1, TXBENCH contains only transactions where the
exploit was actually executed, allowing our behavioral model
to achieve near-perfect accuracy. In contrast, SCBENCH labels
entire contracts as vulnerable based on the presence of flawed
code, irrespective of whether an exploit transaction has ever
occurred. Some contracts in this benchmark contain vulnera-
bilities (e.g., integer overflow) that are syntactic and latent (i.e.,
they exist in the code but have no corresponding malicious
transactions in their recorded history). Since TXLENS analyzes
transaction behavior and cannot inspect source code, it cannot
flag a contract as vulnerable if no exploit transaction targets
it. This scenario directly lowers recall in the contract-level
evaluation. This result underscores the complementary roles
of runtime transaction monitoring and static code analysis in
a layered defense strategy.



V. RELATED WORK

Smart-contract security research has evolved along two
complementary axes: code analysis for pre-deployment vul-
nerability detection and transaction analysis for runtime threat
identification. While pre-deployment tools dominate the litera-
ture [6]-[10], [51], [52], [54]-[62], [64], runtime approaches,
particularly those focused on real-time transaction scrutiny,
remain underexplored [65].

A. Code Analysis

Code-centric tools analyze smart-contract source code or
bytecode offline to identify vulnerabilities before deployment.
Static analyzers such as SLITHER [7] use abstract interpreta-
tion to detect issues including reentrancy and code inefficien-
cies, whereas symbolic execution tools such as OYENTE [§]
and MYTHRIL [9] explore execution paths to uncover unsafe
states. Pattern-based approaches, including SECURIFY [10]
and VANDAL [6], rely on rule matching and constraint solving
to achieve broad coverage. Although many ML-based methods
have been proposed for smart-contract vulnerability detection,
only a limited number of studies have released their tools to
the community, which hinders reproducibility and practical
adoption [66]. Despite their effectiveness in analyzing indi-
vidual contracts, these tools cannot capture runtime exploits
caused by dynamic interactions, state dependencies, or post-
deployment compositions [65].

B. Transaction Analysis

Transaction-focused methods shift emphasis to on-chain
behavior, subdivided into account-level profiling and per-
transaction inspection, to detect active threats.

1) Account-Level Analysis: These approaches model
blockchain interactions as graphs, analyzing aggregate account
histories for anomalies. Phishing detectors [14], [67] use
graph features and ML classifiers to flag scam accounts based
on transaction volumes and structures. ETHERSHIELD [15]
incorporates temporal patterns and contract metadata for scal-
able malicious-account identification, while BERT4ETH [68]
applies transformer models to transaction sequences. However,
by aggregating data over time, these methods overlook gran-
ular, individual-transaction exploits, limiting their utility for
pre-inclusion intervention [69].

2) Transaction-Level Analysis: Targeting specific transac-
tions addresses this limitation. HORUS [28] replays historical
transactions in a modified Geth client to reconstruct state for
vulnerability checks, enabling precise detection but at high
computational cost. TXSPECTOR [70] instruments the EVM
to generate execution flow graphs, applying Datalog rules
for issues such as reentrancy and integer overflow/underflow,
though requiring client modifications hampers deployability.
DYNAMIT [71] employs ML on transaction features for reen-
trancy detection but lacks comprehensive benchmarks and tool
availability.

C. Rule-based and Chain Monitors

Blockchain monitoring tools and rule engines (e.g., Forta
bots [12], OpenZeppelin Defender [13]) provide near-real-
time detection of known attack patterns by scanning mempool
transactions and broadcasting alerts. They are effective for
well-understood signatures but are brittle against novel or
slightly modified exploits and can generate high false positive
volumes without careful tuning.

VI. TOOL AVAILABILITY

To foster the continued development and validation of
proactive defense strategies, we provide restricted access to
the TXLENS interactive web interface for the academic and
security research communities. Because the tool’s advanced
detection and execution-tracing capabilities could be misused
by malicious actors, we employ a strict responsible disclosure
and access policy [72]. Interested parties must submit an
application using their official institutional credentials and
sign the formal agreement at https://huggingface.co/spa
ces/blockchainsecurity/TxLens. The authors will review
each request—verifying institutional affiliations and research
backgrounds—to ensure responsible deployment and prevent
adversarial exploitation.

VII. CONCLUSION

We present TXLENS, a tool that advances smart contract
security from reactive post-exploit detection to proactive, real-
time prevention. By bridging the gap between static pre-
deployment audits and rigid rule-based monitoring, TXLENS
addresses the need for dynamic, context-aware threat detection
in live Ethereum environments.

TXLENS combines continuous mempool monitoring with
pre-execution simulation to reconstruct the full execution con-
text of pending transactions. This dual-engine design extracts
granular behavioral features that are not observable through
static analysis alone. Using a stacked ensemble learning
model, TXLENS classifies transactions across five high-impact
vulnerability classes and achieves a minimum Fl-score of
98.9% on real-world transaction data. Our evaluation shows
that TXLENS outperforms 14 state-of-the-art detection tools
by an average of 29.4% in F1-score. The system also satisfies
the low-latency requirements of live deployment, processing
individual transactions in under 4 seconds.

By operating entirely in the pre-confirmation phase,
TXLENS gives security agents a critical window to inter-
vene before malicious transactions are finalized on-chain.
This proactive design reduces financial risk and improves the
resilience of decentralized applications.

Our ongoing work focuses on three directions: (1) extend-
ing detection to emerging vulnerability types and composite
attacks; (2) developing automated response mechanisms that
can trigger circuit breakers or pause contracts upon detection;
and (3) extending support to other EVM-compatible chains
and Layer-2 scaling solutions to strengthen security across the
broader decentralized ecosystem.
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